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HELLO!
MY NAME IS
REBECCA
WILLIAMS

I am a writer, lawyer, and artist exploring
how technology shapes power,
government, and our relationships with
one another. My work asks how we can
resist surveillance and extraction while
building systems that support collective
care and self-determination.

ABOUT ME

REBECCAWILLIAMS.INFO



(1) SECRET GOALS
(2) KNOW YOUR RISKS
(3) SMART PHONES
(4) BURNER PHONES
(5) NO PHONES
(6) Q&A / LIVE SETUP 

WHY ARE YOU HERE?

WHAT ARE YOU AFRAID
OF?

HOW CAN WE IMPROVE
YOUR BAD PHONE?

WHAT ARE ALL YOUR
“OFF THE GRID”

OPTIONS?

WHEN  SHOULD YOU
AVOID PHONES
ALTOGETHER?

WHAT CAN WE STILL
LEARN FROM EACH

OTHER?



(1)

SECRET
GOALS

WHY ARE YOU HERE?



BURNER PHONE 101
GOALS

LEARN HOW TO SET UP A
“BURNER” PHONE

EXPERIENCE A KIND &
JOYFUL WORKSHOP

SECRET GOALS

LEARN THE LIMITS OF
(BURNER) PHONES & MORE
ABOUT DIGITAL PRIVACY

TELL YOUR LOVED ONES

ANTI GOALS

ANY DIVULGING OF SENSITIVE
INFORMATION

ANY PROMOTING OF HARM OR
ABUSE



(2)

KNOW  YOUR
RISKS

WHAT ARE YOU AFRAID
OF?



RISK
MODELING

WHAT ARE YOU
TRYING TO
PROTECT?

WHO ARE YOU
TRYING TO
PROTECT IT
FROM?

WHAT
HAPPENS IF
IT FAILS?



OUR MISSION IS TO
PROVIDE INNOVATIVE,

EFFECTIVE, AND
SUSTAINABLE DESIGN

SOLUTIONS THAT
ELEVATE OUR CLIENTS'

VISION AND
OBJECTIVES.

WHY IS “RISK MODELING” 
SO IMPORTANT?

AND BECAUSE IT
WON’T WORK WHEN

YOU MOST NEED IT

BECAUSE YOUR’RE NOT
GOING TO DO IT

UNLESS IT IT’S THAT
IMPORTANT TO YOU



OUR MISSION IS TO
PROVIDE INNOVATIVE,

EFFECTIVE, AND
SUSTAINABLE DESIGN

SOLUTIONS THAT
ELEVATE OUR CLIENTS'

VISION AND
OBJECTIVES.

EXAMPLE:
PROTEST
WHAT ARE YOU
TRYING TO
PROTECT? 

WHO ARE YOU
TRYING TO
PROTECT IT
FROM?

WHAT HAPPENS
IF IT FAILS?

Location and protest
communications.

Government and corporate
surveillance.

Police or corporations knew
you were at the protest and
your movements; they can
retaliate, categorize you as a
threat, or criminalize your
activity.

NOTE: With protest, consider your full risk profile
(social media data, etc.) & the risks of those around
you. Always ask for consent before posting images of
others. 



EXAMPLE:  
ICE RAID
WHAT ARE YOU
TRYING TO
PROTECT?

WHO ARE YOU
TRYING TO
PROTECT IT
FROM?

WHAT HAPPENS
IF IT FAILS?

Phone content as evidence
and identities of
undocumented people.

ICE and corporate
surveillance.

Exposes videos/contacts, can
put others at risk, leading to
detainment or worse. 



OUR MISSION IS TO
PROVIDE INNOVATIVE,

EFFECTIVE, AND
SUSTAINABLE DESIGN

SOLUTIONS THAT
ELEVATE OUR CLIENTS'

VISION AND
OBJECTIVES.

EXAMPLE:
HARRASSER
WHAT ARE YOU
TRYING TO
PROTECT?

WHO ARE YOU
TRYING TO
PROTECT IT
FROM?

WHAT HAPPENS
IF IT FAILS?

Phone number, accounts,
social graph.

Abusive partner or family
member, stalker, doxxer. 

Harasser gains account
information or location leaks,
putting your physical safety,
mental health, or employment
at risk. 



EXAMPLE:
YOURSELF
WHAT ARE YOU
TRYING TO
PROTECT?

WHO ARE YOU
TRYING TO
PROTECT IT
FROM?

WHAT HAPPENS
IF IT FAILS?

Your attention, mental health,
and time offline.

Yourself, constant reach, ad
tech. 

Relapse into overuse. 



(3)

SMARTPHONES

HOW CAN WE IMPROVE
YOUR BAD PHONE?



HOW YOUR
PHONE
EXPOSES YOU

IDENTITY & FINANCE

LOCATION & MOVEMENT

COMMUNICATIONS & SOCIAL GRAPH

CONTENT & STORAGE

01

02

03

04



DEVICE IDS MAKE TRUE
PHONE ANONYMITY NEARLY
IMPOSSIBLE !!!

IMSI TIED TO YOUR SIM &
CELL TOWER ACCESS &
IMEI TIED TO YOUR
HARDWARE

IDENTIFIERS: PAYMENTS/
CONTRACTS, PHONE NUMBER,
DIGITAL ID.

EXPOSED BY: CARRIERS, SIM
REGISTRATION, TOWER LOGS,
BIOMETRICS.

IDENTITY & FINANCE



IDENTIFIERS: GPS, 
WI-FI, BLUETOOTH,
CELL TOWERS,
SENSORS.

EXPOSED BY:
SPYWARE,
STALKERWARE, TOWER
DUMPS & DATA
BROKERS.

LOCATION & MOVEMENT



IDENTIFIERS: CALLS,
TEXTS, MESSAGING
LINKS, CONTACTS.
 
EXPOSED BY:
SPYWARE,
STALKERWARE, PHONE
BREAKING SOFTWARE,
DATA BROKERS.

COMMS & SOCIAL GRAPH



IDENTIFIERS:
ACCOUNTS, APPS,
PHOTOS, BACKUPS,
LOCAL FILES.

EXPOSED BY:
SPYWARE, FORENSIC
TOOLS (CELLEBRITE,
GRAYKEY), CLOUD
SUBPOENAS.

CONTENT & STORAGE



OUR MISSION IS TO
PROVIDE INNOVATIVE,

EFFECTIVE, AND
SUSTAINABLE DESIGN

SOLUTIONS THAT
ELEVATE OUR CLIENTS'

VISION AND
OBJECTIVES.

TIPS  FOR  ALL DEVICES
1.KEEP DEVICE & OS AS UPDATED AS POSSIBLE
2.STRONG PIN, NOT BIOMETRICS
3.DISABLE CLOUD BACKUPS / USE ENCRYPTED BACKUPS
4.INSTALL SIGNAL
5.ENFORCE STRICT APP PERMISSIONS (DENY MIC, CAMERA,

LOCATION) UNLESS NEEDED
6.RADIOS OFF (GPS/WI-FI/BLUETOOTH) UNLESS NEEDED
7.STORE MINIMAL SENSITIVE DATA



ANDROID 
TIPS

DISABLE GOOGLE LOCATION HISTORY
AND AD PERSONALIZATION
USE FIREFOX OR BRAVE INSTEAD OF
CHROME
RESTRICT GEMINI / GOOGLE ASSISTANT
CONSIDER F-DROID FOR TRUSTED APPS
CONSIDER HARDENED OS
ALTERNATIVES LIKE GRAPHENEOS OR
CALYXOS



OUR MISSION IS TO
PROVIDE INNOVATIVE,

EFFECTIVE, AND
SUSTAINABLE DESIGN

SOLUTIONS THAT
ELEVATE OUR CLIENTS'

VISION AND
OBJECTIVES.

IPHONE
TIPS 

ENABLE “ASK APP NOT TO TRACK”
RESTRICT SIRI & APPLE INTELLIGENCE
ERASE AFTER 10 FAILED PASSCODE
ATTEMPTS
USE LOCKDOWN MODE (IOS 16+) IF HIGH-
RISK



(4)

BURNER
PHONES

WHAT ARE ALL YOUR
“OFF THE GRID ”

OPTIONS?



“BURNER
PHONE”
OPTIONS

Prepaid / Repurposed
SIM-Swapping
Minimal / Dumb Phones
Device Disguises

A TAXONOMY OF WHAT
IS COLLOQUIALLY
CALLED A BURNER
PHONE:



OUR MISSION IS TO
PROVIDE INNOVATIVE,

EFFECTIVE, AND
SUSTAINABLE DESIGN

SOLUTIONS THAT
ELEVATE OUR CLIENTS'

VISION AND
OBJECTIVES.

UNIVERAL  BURNER SET UP
1.BUY PHONE & SERVICE IN CASH
2.DO NOT GIVE CARRIERS/CLERKS ANY PERSONAL INFO

(EMAIL, PHONE, ID) WHEN ACTIVATING SERVICE
3.SET UP WITH PUBLIC WIFI 
4.NO PERSONAL ACCOUNTS, NO CONTACT IMPORTS, NO

BEING YOURSELF ON THE DEVICE
5.DO TIPS 1-7 FOR ALL DEVICES + MINIMIZE RADIOS/APP

PERMISSIONS/PHOTOS AS MUCH AS POSSIBLE (OR
YOU MAY COMPROMISE YOUR BURNER)

6.ROTATE YOUR SIM (PHYSICAL OR WITH PGPP; CARRIER
ESIM CHANGES LEAVE A TRAIL)

7.TREAT AS DISPOSABLE



PREPAID OR
REUSED
PHONES
PROS

CONS

OTHER
CONSIDERATIONS

Cheap, easy, flexible.

Tower tracked, weak
security, setup required.

Prepaid (not
automatically private,
buy with cash, etc.) vs
Old Unlocked (wipe
required, best if you
never used the phone
before).



OUR MISSION IS TO
PROVIDE INNOVATIVE,

EFFECTIVE, AND
SUSTAINABLE DESIGN

SOLUTIONS THAT
ELEVATE OUR CLIENTS'

VISION AND
OBJECTIVES.

HOW TO SET UP A CLASSIC
BURNER
PREPAID

1.BUY PHONE + MINUTES/PLAN IN CASH (BEST BUY, TARGET, WALMART,
BODEGA).

2.DO NOT GIVE CARRIERS/CLERKS ANY PERSONAL INFO (EMAIL, PHONE,
ID) WHEN ACTIVATING SERVICE.

3.THEN FOLLOW THE UNIVERSAL BURNER SETUP GUIDE.

USED/OLD
1.MAKE SURE THE PHONE IS FULLY WIPED/RESET AND UNLOCKED (TO

AVOID TIES TO PAST CARRIERS).
2.INSERT A PREPAID SIM BOUGHT IN CASH (BEST BUY, TARGET,

WALMART, BODEGA).
3.THEN FOLLOW THE UNIVERSAL BURNER SETUP GUIDE.



SIM 
ROTATING 
PROS

CONS

OTHER
CONSIDERATIONS

Frequent new IMSI
identities, PGPP
automates.

IMEI still constant.

Even with SIM rotation,
your phone can still leak
identifiers (Wi-Fi,
Bluetooth, app logins).



OUR MISSION IS TO
PROVIDE INNOVATIVE,

EFFECTIVE, AND
SUSTAINABLE DESIGN

SOLUTIONS THAT
ELEVATE OUR CLIENTS'

VISION AND
OBJECTIVES.

HOW TO  ROTAT E YOUR SIM
MANUAL: ROTATE SIM CARDS

1.BUY PREPAID SIMS IN CASH (BEST BUY, TARGET, WALMART, BODEGA).
2.INSERT INTO UNLOCKED PHONE TO ACTIVATE.
3.SWAP OFTEN (DAILY/WEEKLY/AS NEEDED).
4.STORE USED SIMS IN A BAG OR DISCARD.

AUTOMATED: PGPP ROTATING ESIMS (ANDROID ONLY)
1.INSTALL THE PGPP APP.
2.BUY DATA/VOICE WITH A PREPAID CARD.
3.APP ISSUES NEW ESIM NUMBERS ON DEMAND OR SCHEDULE; NO NEED

TO BUY OR SWAP PHYSICAL SIMS.

NOTE: ROTATING ESIMS DIRECTLY WITH YOUR CARRIER HELPS YOU GET A NEW NUMBER
QUICKLY BUT IT IS NOT A GREAT OPTION FOR PRIVACY. EACH NEW ESIM ACTIVATION IS TIED
TO YOUR ACCOUNT AND BILLING INFORMATION, LEAVING A PERSONAL TRAIL.



MINIMAL /DUMB 
PHONES 
PROS

CONS

No apps/cloud, small
attack surface.

Tower tracked, no
encryption, limited
functionality



DEVICE DISGUISES 
PHONE MASKING: VOICE OVER INTERNET PROTOCOL (VOIP)
IP MASKING: VIRTUAL PRIVATE NETWORK (VPN)
TOWER PING MASKING: MOBILE HOTSPOTS

PROS

CONS

Obscure identifiers, avoid towers.

Metadata trails, configuration still
required.



OUR MISSION IS TO
PROVIDE INNOVATIVE,

EFFECTIVE, AND
SUSTAINABLE DESIGN

SOLUTIONS THAT
ELEVATE OUR CLIENTS'

VISION AND
OBJECTIVES.

BURNER 101 FINAL EXAM

THE SAFEST BURNER IS ONE BOUGHT IN CASH, LOCKED
WITH A STRONG PIN (NOT BIOMETRICS), USING SIGNAL
ONLY, WITH RADIOS KEPT OFF, A ROTATING SIM, NO
PERSONAL ACCOUNTS OR PHOTOS, MINIMAL DATA
STORED, AND THE DISCIPLINE TO TREAT IT AS
DISPOSABLE.



(4)

NO PHONES

WHEN SHOULD YOU
AVOID PHONES
ALTOGETHER?



WHEN TO GO
NO PHONE 

WHERE LOCATION
TRACKING COULD
BE  EVIDENCE

WHERE
CONFISCATION RISK
IS HIGH

WHEN YOU DON’T
WANT AN
ASSOCIATION TRAIL 



OUR MISSION IS TO
PROVIDE INNOVATIVE,

EFFECTIVE, AND
SUSTAINABLE DESIGN

SOLUTIONS THAT
ELEVATE OUR CLIENTS'

VISION AND
OBJECTIVES.

HOW TO GO NO PHONE
USE A PAPER OR SAVED PHOTO MAP AND KEEP
CONTACTS WRITTEN DOWN.
USE OFFLINE-ONLY DEVICES (CAMERA, NOTEPAD)
IF NEEDED.
ARRANGE PRE-SET MEETING POINTS/TIMES.
USE AN IPAD (OR OTHER TABLET) ON PUBLIC WI-FI
INSTEAD OF YOUR PHONE.
BORROW OR USE A COMMUNITY/ROTATING
DEVICE ONLY WHEN NECESSARY.



(6)

Q&A / LIVE
SET UP

WHAT CAN WE STILL
LEARN FROM EACH

OTHER??


