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ABOUT ME

| am a writer, lawyer, and artist exploring
how technology shapes power,
government, and our relationships with
one another. My work asks how we can
resist surveillance and extraction while
building systems that support collective
care and self-determination.
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BURNER PHONE 101

@OALS) (SECRET GOALS) CANTI GOALS)

LEARN HOW TO SET UP A LEARN THE LIMITS OF ANY DIVULGING OF SENSITIVE
‘BURNER" PHONE (BURNER) PHONES & MORE INFORMATION
ABOUT DIGITAL PRIVACY
EXPERIENCE A KIND & ANY PROMOTING OF HARM OR
JOYFUL WORKSHOP TELL YOUR LOVED ONES ABUSE







RISK
MODELING

WHAT ARE YOU
TRYING TO
PROTECT?

WHO ARE YOU
TRYING TO
PROTECT IT
FROM?

WHAT
HAPPENS IF
IT FAILS?




WHYIS "RISK MODELING"

SOIMPORTANT?

BECAUSE YOUR'RE NOT
GOINGTODOIT
UNLESSITIT'S THAT
IMPORTANT TO YOU

AND BECAUSE IT
WON'T WORK WHEN
YOU MOST NEEDIT




GEORGE FLOYD, GENERAL WARRANTS, AND CELL-SITE
SIMULATORS

Brian L. Owsley®*
ABSTRACT

The Fourth Amendmemt was enacted to prevent the government from utilizing
general warrants. Instead, the governmenr must obtain a warrant that is based
an the specificity or particularity of the person, place, or thing ro be searched
This approach evolved from a property-centric approach to safeguarding Fourth
Amendment rights to one that is based on reasonable expectations af privacy.

Technology has long been a factor in law enforcement and balancing Fourth
Amendment righis. As technology embeds iiself in more of our lives, (15 consiiiu-
nonal impact alse grows. Law enforcement periodically uses a device called a
cell-site simulator to obtain personal information and data from cell phones.
Essentially, a cell-site simulator works by mimicking a cell phone rtower. All cell
phones in a certain radins then attempt 1o register with the cefl-site simularor for
purposes of assuring that they can receive and send calls and data.

In law enforcement’s gathering of data from a large number of cell phones,
law enforcement essemtially has a general warramt thar vielates the Fourth
Amendment. The history of general warrants in Engle
demonstrates the problem of gathering this data. This
tory, focusing on notable developmenis in England a.
Regardiess of whether one applies a property-centric
expectation of privacy analysis, cell-gsite simufators p
those of general warranis.

There are reporis that cell-site simulators have beq
protest rallies in Chicago. Similarly, there were repor,
ing the protesis over Freddie Gray's death in Baltime
tests in the summer of 2020 over George Flovd' s d

response by law enforcement. This Arlicle seeks o ¢
simlators constitites a search based on United Sta
the handful of decisions that address cell-site simu

= Asenciase Probessor of Law, Uiniveraty of Momh Texas Dallas Caollege of Law: BoA., University of MNotre
Dame, 113, Columbds University Schoal of Law, MLA., Columbia University School of Inermaiionsl snd
Pabdic Adlaire. From 0005 until 20603, the authar served as a Lindled States Magiserate Fudge for the Unitod States
Dhatrsct Court Tor the Southern Disiect of Texas, The awbar appreciates the assistance of Dean Felecia Epps and
the UNT Dalles Callege of Law in suppan of this article. Semilasly, ihe autlor owes much gratitude 1o the 3000
SEALS Crminal Law & Cnminal Procedure Workshop, including Terrence Cain, Ngov Eang, Adam
Genbowilr, Nichalas Kehn-Fogel, Corinna Lain, Saparna Malempati, Fennifer Mooee, and Melank: 'Wiluon
Fanally, i aimbor wamnls 1o thank Profcssod Chniting Maiss [of hér amaring sadance 18 édiing and he
mmerous sug postons that cnhancod thas anticle,

NOTE: With protest, consider your full risk profile

EXAMPLE:
PROTEST

WHAT ARE YOU Location and protest
TRYING TO communications.
PROTECT?

WHO ARE YOU  Government and corporate
TRYING TO surveillance.

PROTECT IT

FROM??

WHAT HAPPENS Police or corporations knew
IF IT FAILS? you were at the protest and
your movements; they can
retaliate, categorize you as a
threat, or criminalize your

i (social media data, etc.) & the risks of those around activity.
you. Always ask for consent before posting images of

others.



FILMING
IMMIGRATION
ENFORCEMENT

I BE SAFE. BE ETHICAL BE EFFECTIVE

mM P . Filming encounters with immigration enforcement can expose human rights abuses, deter violence,
substantiate reports and serve as evidence. But if the footage isn't captured safely and ethically,

there can be unintended harm to both the person being filmed and the person filming.
Your first pricrity should be 1o do no harm. Exposing somseons’s identity could put them at greater risk.

Always assess the risks before you hit “record” and consider other ways 10 respond

if filming is unsafe (e.g. alert support networks and/or wiite down details after the incident)

KNOW YOUR RIGHTS

= Itis rﬁ;ar-_ Filrm smimigrat

WHAT ARE YOU Phone content as evidence

TRYING TO and identities of
PROTECT? undocumented people.

BE SAFE
TRYING TO ICE and corporate PO g in il k€ et o comt chil e e ek 2 e o

. your phone with your fingerprint.
PROTECT IT surveillance. * Have a legal support number and/or a trusted contacts nfo handy.
+ Encrypt your phone, regularly back it up, and delete sensitive data lie images of or contact

FROM? information for anyone at risk of deportation or amest.

+ Ba aware that immigration sgents and police care mainly about their safety, not yours. Maoving
quickdy or suddenly to get a phone or reaching into your pocket could escalate the situation.

WHAT HAPPENS Exposes videos/contacts, can
IF IT FAILS? put others at risk, leading to
detainment or worse.

FILMEMG IMMBGRATION ENFORCEMENT - USA - V1.1 | WITMESS ORG | P. 1



ANTI—DOXING

GUIDE For AcTIVISTS EXAMPLE:
HARRASSER

O—- .
@ WHAT ARE YOU Phone number, accounts,
TRYING TO social graph.
PROTECT?

WHO ARE YOU  Abusive partner or family
TRYING TO member, stalker, doxxer.
PROTECT IT

FROM?

WHAT HAPPENS Harasser gains account

IF IT FAILS? information or location leaks,
putting your physical safety,
mental health, or employment
at risk.




EXAMPLE
YOURSELF

WHAT ARE YOU Your attention, mental health,

TRYING TO and time offline.
PROTECT?

WHO ARE YOU Yourself, constant reach, ad
TRYING TO tech.

PROTECT IT

FROM?

WHAT HAPPENS Relapse into overuse.
IF IT FAILS?

Strother School of
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IDENTITY &FINANCE

DEVICE IDS MAKE TRUE
PHONE ANONYMITY NEARLY
IMPOSSIBLE !!!
e IMSITIED TO YOUR SIM &
CELL TOWERACCESS &
e IMEITIED TO YOUR
HARDWARE

IDENTIFIERS: PAYMENTS/
CONTRACTS, PHONE NUMBER,
DIGITAL ID.

EXPOSED BY: CARRIERS, SIM
REGISTRATION, TOWER LOGS,
BIOMETRICS.



LOCATION&MOVEMENT

D2/14/1999

o

Call page: E
Dialed No. Coll Time Call Duration Cell Site
HR: MM SC HR ;MM SC

',-1, 4432539023 10:26:55 M 00:00:2R L651C i

2 $4432539023 10:26:55 P pO:0D:28 LES1C

3 incoming 10:126:55 P 00:00:20 TPALL 5y

4 £4432539023 03:35:55 P po:00:28 BLITM2

5 incomi 09;35159 M poOsO0:28 TPALY

4 41 05:04:56 M 40:00:57 L651C

T incoming 07:48:43 M 0GxD0r16 L6558

] sam 07:17:30 ™ 00:10:1¢ LEGSC

9 incoming 06:28:38 FH 6040901 LES5E —
10 0E:09:53 M 00:0D:20 LEDSC w
11 06:09:06 ™™ Q000209 L6OBC

12 01:18:46 B 00:01:10 LEDLE
13 11:28:11 RM 09:11:48 Legzc

14 11:09:53 AM 00:00:40 LGBBA

15 3 11:06:34 AM H0:00:04 BLTH2

16 incorming 11:06:34 AM 00:00:04 TPRA4

17 #4432539023 0310813 AM 00:00:05 BLIM2

1B incoming 03:08:13 AM . 00:00:05 TPAdL

TOTAL USRGE: DO:37:13

T
* 'EI' T  LRA by
® .EI. T ?JE,T 'El TAT s.m_-l'g::{

t -

IDENTIFIERS: GPS,
WI-FI|, BLUETOOTH,
CELL TOWERS,
SENSORS.

EXPOSED BY:
SPYWARE,
STALKERWARE, TOWER
DUMPS & DATA
BROKERS.



What Pegasus spyware can do
5M tsA iMessage Unknown

ecor
llllll

IDENTIFIERS: CALLS,
TEXTS, MESSAGING
LINKS, CONTACTS.

EXPOSED BY:
SPYWARE,
STALKERWARE, PHONE
BREAKING SOFTWARE,
DATA BROKERS.



CONTENT &STORAGE

Table 2: Android OS Access Support Matrix — Locked devices 7.69.1

Commenis and

Vendor [Chipset)

Section 1: COLD -turmed off

{Secure startup or FBE)

BFLU axtractions
(for FBE devices)

Leaked Docs
Show What
Phones Cellebrite
Can (and Can’t)

Brute-Force
Pazsword o gelt tha
user data (CE)
decrypled

Section 2: HOT
{AFU or FDE without secure startup)

All Extractions Brsde-Force
{Even without BF) peagword (nat
nipsdisd for

axiraction)

Cualcomm FBE devicas,
thiston ruly b &
~quiramant for 24hr
A o of thie devics prior
iplirsg to brute force
don. Affeched
s SMA350,
| 50 SMT150,

IDENTIFIERS:
ACCOUNTS, APPS,
PHOTOS, BACKUPS,
LOCAL FILES.

EXPOSED BY:
SPYWARE, FORENSIC
TOOLS (CELLEBRITE,
GRAYKEY), CLOUD
SUBPOENAS.



TIPS FOR ALLDEVICES

1.KEEP DEVICE & OS AS UPDATED AS POSSIBLE

2.STRONG PIN, NOT BIOMETRICS

3.DISABLE CLOUD BACKUPS / USE ENCRYPTED BACKUPS

4. INSTALL SIGNAL

5.ENFORCE STRICT APP PERMISSIONS (DENY MIC, CAMERA,
LOCATION) UNLESS NEEDED

6.RADIOS OFF (GPS/WI-FI/BLUETOOTH) UNLESS NEEDED

/.STORE MINIMAL SENSITIVE DATA



ANDROID
TIPS

e DISABLE GOOGLE LOCATION HISTORY
AND AD PERSONALIZATION

e USE FIREFOX OR BRAVE INSTEAD OF
CHROME

e RESTRICT GEMINI/ GOOGLE ASSISTANT

e CONSIDER F-DROID FOR TRUSTED APPS

e CONSIDER HARDENED OS
ALTERNATIVES LIKE GRAPHENEOS OR
CALYXOS

¥ 3G .4 B100%




Lockdown Mode

O

Lockdown Mode

Lockdown Mode 15 an extreme, optional
protection that should only be used if you
believe you may be personally targeted by a
highly sophisticated cyberattack. Most people
are never targeted by attacks of this nature,

When iPhone is in Lockdown Mode, it will not
function as it typically does. Apps, websites,
and features will be strictly limited for security,

and some experiences will be completely
unavailable.

Learn more...

Turn On Lockdown Mode

IPHONE
TIPS

e ENABLE "ASK APP NOT TO TRACK"

e RESTRICT SIRI & APPLE INTELLIGENCE

e ERASE AFTER 10 FAILED PASSCODE
ATTEMPTS

e USE LOCKDOWN MODE (IOS 16+) IF HIGH-
RISK




BURNER
PHO
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PHONE®  *
OPTIONS

A TAXONOMY OF WHAT

IS COLLOQUIALLY (— =
CALLED A BURNER -
PHONE:

Hushed

Second
Phone
Number

Priwocy=first,

e Prepaid / Repurposed

e SIM-Swapping

e Minimal / Dumb Phones
e Device Disguises




UNIVERAL BURNERSETUP

1.BUY PHONE & SERVICE IN CASH

2.DO NOT GIVE CARRIERS/CLERKS ANY PERSONAL INFO
(EMAIL, PHONE, ID) WHEN ACTIVATING SERVICE

3.SET UPWITH PUBLIC WIF]

4.NO PERSONAL ACCOUNTS, NO CONTACT IMPORTS, NO
BEING YOURSELF ON THE DEVICE

5.DO TIPS 1-7 FOR ALL DEVICES + MINIMIZE RADIOS/APP
PERMISSIONS/PHOTOS AS MUCH AS POSSIBLE (OR
YOU MAY COMPROMISE YOUR BURNER)

6.ROTATE YOUR SIM (PHYSICAL ORWITH PGPP, CARRIER
ESIM CHANGES LEAVE A TRAIL)

/. TREAT AS DISPOSABLE



PREPAID OR
REUSED
PHONES

PROS Cheap, easy, flexible.

CONS Tower tracked, weak
security, setup required.

OTHER

CONSIDERATIONS Prepaid (not

automatically private,
buy with cash, etc.) vs
Old Unlocked (wipe
required, best if you
never used the phone
before).




HOW TOSETUPACLASSIC
BURNER

PREPAID
1.BUY PHO)NE + MINUTES/PLAN IN CASH (BEST BUY, TARGET, WALMART,
BODEGA).
2.DO NOT GIVE CARRIERS/CLERKS ANY PERSONAL INFO (EMAIL, PHONE,
ID) WHEN ACTIVATING SERVICE.
3. THEN FOLLOW THE UNIVERSAL BURNER SETUP GUIDE.

USED/OLD
1. MAKE SURE THE PHONE IS FULLY WIPED/RESET AND UNLOCKED (TO
AVOID TIES TO PAST CARRIERS).
2.INSERT A PREPAID SIM BOUGHT IN CASH (BEST BUY, TARGET,
WALMART, BODEGA).
3. THEN FOLLOW THE UNIVERSAL BURNER SETUP GUIDE.



SIMVI

ROTATING

PROS

CONS

OTHER
CONSIDERATIONS

Frequent new IMSI
identities, PGPP
automates.

IMEI still constant.

Even with SIM rotation,
your phone can still leak
identifiers (Wi-Fi,
Bluetooth, app logins).




HOWTO ROTATEYOURSIM

MANUAL: ROTATE SIM CARDS
1.BUY PREPAID SIMS IN CASH (BEST BUY, TARGET, WALMART, BODEGA).
2.INSERT INTO UNLOCKED PHONE TO ACTIVATE.
3.SWAP OFTEN (DAILY/WEEKLY/AS NEEDED).
4.STORE USED SIMS IN A BAG OR DISCARD.

AUTOMATED: PGPP ROTATING ESIMS (ANDROID ONLY)
1. INSTALL THERGIRESE =
2.BUY DATA/VOICE WITH A PREPAID CARD.
3.APP ISSUES NEW ESIM NUMBERS ON DEMAND OR SCHEDULE;, NO NEED
TO BUY OR SWAP PHYSICAL SIMS.

NOTE: ROTATING ESIMS DIRECTLY WITH YOUR CARRIER HELPS YOU GET A NEW NUMBER
QUICKLY BUT IT ISNOT AGREAT OPTION FOR PRIVACY. EACH NEW ESIM ACTIVATION IS TIED
TO YOURACCOUNT AND BILLING INFORMATION, LEAVING A PERSONAL TRAIL.




MINIMAL /DUMB
PHON ES ¥ MMMPRONCS TH HELP CWRE YR SCREEN MOICTIN - Fees

PROS No apps/cloud, small = -
attack surface. = | 52 .‘ | |

CONS Tower tracked, no ‘

encryptlon' limited Lightuﬁ o I‘mhilil:h‘“;m ul:';'E':‘:L“ Hudita Pure rh:":;:.:'m PRNRGE: (s Gfﬂﬂﬂ suHT::n: ' m::::::qn
o o Flip2 Minimal Phone
fu n Ct I0ONa | |ty Cost $299 $799 §79.99 §369.99 $499 $299 $307 $249 §39%
Availability How February 2025 How Now October 2024 How Now Now Summer 2024
L j':.fa?sf*"m ﬂ':fafag:'m n'inaf?g:'w 5'?;53:'35 5':?;3;\5;3? L'il;shfr;m Eligﬂjfﬂi;&u é':;"u;i;m e B S
Features
o Calls o o o o o o o o o
o Texts W v o y o " v o o
0 Camera o o o ’ o o
& Alarm o o o o+ o . o o o
& Calendar o o o o o
# HNotes o o o + +
E Calculator o o o o o
# Flashlight W o o
4 Navigation W W o o
A Husic o o « S S
= Wifi - ’ . v - -
£ Bluetooth o o o o o o




DEVICE DISGUISES

PHONE MASKING: VOICE OVER INTERNET PROTOCOL (VOIP)
IP MASKING: VIRTUAL PRIVATE NETWORK (VPN)
TOWER PING MASKING: MOBILE HOTSPOTS

PROS Obscure identifiers, avoid towers.

CONS Metadata trails, configuration still
required.

Hushed

Private Relay

L7

iCloud Private Relay keeps your
internet activity private

Private Relay hides your IP address and browsing activity
in Safari and protects your unencrypted internet traffic
50 that no one—=including Apple—can see both who you

are and what sites you're visiting.

IP Address Location

Private Relay (Beta)



BURNER 101 FINAL EXAM

THE SAFEST BURNER IS ONE BOUGHT IN CASH, LOCKED
WITH ASTRONG PIN (NOT BIOMETRICS), USING SIGNAL
ONLY, WITH RADIOS KEPT OFF, AROTATING SIM, NO
PERSONAL ACCOUNTS OR PHOTOS, MINIMAL DATA
STORED, AND THE DISCIPLINE TO TREAT IT AS
DISPOSABLE.



NOPHONES

WHEN SHOULD YOU
AVOID PHONES
ALTOGETHER?




WHERE LOCATION
TRACKING COULD
BE EVIDENCE

’\(‘ﬂ

WHERE
CONFISCATION RISK
IS HIGH

#f OUR PATIENTS, THE USE

‘ OF CELL PHONES IS
STRICTLY PROHIBITED
WHILE IN THE CLINIC.

T

/ \ WHEN YOU DONT
WANT AN

NO PHONE Q& Rssocimon rea



HOWTOGONOPHONE

e USE APAPER OR SAVED PHOTO MAP AND KEEP
CONTACTS WRITTEN DOWN.

e USE OFFLINE-ONLY DEVICES (CAMERA, NOTEPAD)
IF NEEDED.

e ARRANGE PRE-SET MEETING POINTS/TIMES.

e USE AN IPAD (OR OTHER TABLET) ON PUBLIC WI-FI
INSTEAD OF YOUR PHONE.

e BORROW OR USE A COMMUNITY/ROTATING
DEVICE ONLY WHEN NECESSARY.






